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Cloud security Cybersecurity is a rapidly growing concern in many technological areas of the industrial
Critical infrastructure economy. Supervisory Control and Data Acquisition (SCADA) systems are particularly
Honeynet vulnerable to cyber-attacks and must be equipped with the appropriate tools and
Industrial control systems techniques to detect attacks, accurately distinguish them from normal traffic, overcome
SCADA cyberattacks when they are present and to prevent them from disrupting these systems.

The three main goals of IT cybersecurity are confidentiality, integrity, and availability
(CIA), but these three goals have different levels of importance in the technology industry
operational (OT), where availability comes before confidentiality and integrity. Cloud
cyberattacks are increasing rapidly, posing a major challenge to such systems. One of the
layers of security in both IT and OT are honeypots. Honeypots are used as a security layer
to mitigate attacks, known attacker techniques, and network and system vulnerabilities
that attackers can exploit. In this paper, we recommend the use of SCADA honeypots for
the early detection of possible malicious intrusions within a network of SCADA devices,
where an analysis of SCADA honeypots gives us the opportunity to know which protocols
are attacked most often, as well as the behaviors, locations and attackers' intentions. We
use an ICS/SCADA honeypot called Conpot, which simulates real ICS/SCADA systems
with several ICS protocols and ICS/SCADA PLCs.

Introduction

Hydroelectric plants, thermal plants, and water treatment plants are examples of traditional industrial systems
that are designed to operate in highly controlled and segregated environments. However, the recent exposure of
industrial control systems (ICS) to the Internet has made access and technological adaptation easier, which has
led to the exploitation of security holes by attackers to launch attacks against ICS. These attacks can significantly
affect the economy and national security of countries [1-3]. SCADA systems are considered a type of industrial
control systems that allow users to monitor and control industrial processes locally or remotely through sensors
and actuators. SCADA systems allow industrial organizations to operate critical infrastructure by controlling and
monitoring real-time data and processes of various sectors, such as power generation systems, oil, gas, and
manufacturing plants. SCADA systems have evolved from independent platform and infrastructure with
proprietary communication mechanisms and protocols to Internet-based SCADA, with full integration into
corporate information technology (IT) networks and the adoption of various Internet protocols such as Broadcast
Control Protocol/Internet Protocol (TCP/IP) [4-6]. As complex industrial operations require efficient advanced
environments, the idea of moving SCADA systems to the cloud has been proposed.

The paper highlights the potential impact of OT cyberattacks on national security and the economy and
provides valuable insights into the various components of OT networks, including PLCs, RTUs, and HMIs.
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Additionally, the study explores the use of honeypot technology as a security layer, and highlights the importance
of investing in new security technologies. The paper concludes by discussing some of the most notable OT incidents
and highlights the need for organizations to prioritize OT cybersecurity and take steps to prevent these attacks [7-
10].

Material and Method

The common misconception of SCADA systems is that they are considered isolated and 'secure’, with a lower
chance of cyber-attack. Risk analysis and management methodologies are disproportionately focused on outdated
SCADA systems, in which basic protocols are developed without regard to modern security requirements. SCADA
systems are directly or indirectly connected to the Internet with corporate networks, user terminals and
infrastructure as a result of its driving forces for integration with effective organizational platforms, work
scheduling and intelligent power configurations [11-12].
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SCADA systems are becoming more vulnerable to network vulnerabilities and Internet security threats as a
result of rapid technical advances, changing operating frameworks and evolving business cultures. These changes
and perspectives require an appropriate risk management strategy that includes Industrial Control Mechanisms,
IT, Communications, access control, distribution networks and operations, as well as SCADA systems connected to
the enterprise, network operators and Internet channels. Organizations should promote a safety culture for the
SCADA system, procedures and regulations [13-15].

A SCADA network typically includes a central control server, a communications module, and one or more
remote locations with field devices. Location-based SCADA sensor nodes continuously monitor various aspects of
the electromagnetic apparatus, sending data to field monitoring systems such as Programmable Logic Controllers
(PLCs) and Remote Terminal Units (RTUs). Field control systems will provide digital information to a command
post, where software will evaluate essential data and set allowable variable limits. This information is then sent to
equipment in the field, where actions are taken to reduce various risks or improve system performance. The
information is stored in the data history and displayed on the Human Machine Interface (HMI), which centrally
monitors the data [16-20].

Ethernet/IP, Modbus, DNP3, Profinet, and other SCADA protocols are commonly used over large geographic
areas. More than a wide area network (WAN), protocols communicate over satellites, wireless or electromagnetic
systems, wireless carriers, traditional telecommunications, and/or outsourced telecommunications mediums. Due
to the expansion of network connectivity and online access of assets in the SCADA system, there is a risk of multiple
vulnerabilities and cyber attacks. To increase the security of SCADA networks, it is vital to implement appropriate
security measures [21-23].

This study addresses and examines the following aspects of automated SCADA systems:

e What is the SCADA system, what is it for and the benefits of using this system.; ¢ A review of relevant
technologies based on the latest research and studies by designing a risk assessment framework without
disturbing the environment in their future works.; » Potential risk areas of SCADA systems and risk assessments
for reducing or eliminating specific risks in the system.; « Threat analysis and various cybersecurity challenges of
cloud-based SCADA systems.

Results and Discussion

The application of the SCADA system and its impact on the management of Ujesjelles Kanalizime companies

What is SCADA?, Real-time process control system used for central monitoring and remote control of pumping
station and urban wastewater treatment plant. SCADA is not just a hardware, nor a software. It is a concept, itis a
system as a proper combination of hardware, software and protocol.

Why is SCADA needed?, The possibility to remotely collect different data in different places; The possibility to
control the process remotely; The ability to create reports on the current and past state of the system; The ability
to send the necessary information to engineers and operators in real time. Benefits of SCADA - s:

e Allows an operator at the main facility to monitor and control the process that is distributed across
different locations.

e Eliminates the need for service personnel to go to each location for inspection.

e Data collection.
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¢ Real-time monitoring, system modification, problems, increasing equipment life, automatic report
generation.

e Reduction of operating cost.

e Provides instant system performance information.

e Improves system efficiency and performance.

e Reduces the number of worker hours (labor cost) needed for defects or services.

e Compliance of facilities with regulatory agencies through automatic report generation.

Practical implementation of SCADA at a Pump Station

The Station Control System, the local SCADA is composed of two identical workstations (ws01 & ws02) with
additional software that allows the completion of the operating station. The architecture of the SCADA System is
client / server. The server is responsible for managing and maintaining the underlying data where the process
data is kept. Customer access process data through service calls. SCADA at the ADM building has workstation ws03
which exchanges data with TPS_PLC through level 2 Ethernet LAN, the protocol it connects to is TCP / IP.

Telecontrol

The telecontrol system is composed of appropriate software and electronic equipment in order to ensure the
safe and reliable transfer of data for commands, measurements, statuses and alarm signals between the control
center and individual units.

SCADA - Wastewater Treatment Plant (application project)

PLC1 is located in the Operations Building and is responsible for:

Cooling and Heating System; UPS.

PLC2 is located at the Inlet Pump Station and is responsible for:

Inlet Pumps 1, 2; Fine Shutters 1,2; Spiral Pump; MCC fan

PLC3 is located in the Operations Building and is responsible for:

The first phase of aeration of the Baths; the second phase of aeration of the Baths; Water Service System;
Flow Circulation Measurement. The Control System with automation at the highest level ensures that plant
operators receive all the relevant information and have a reflection of the current state of all plant processes in
the control room.

Grills. The cleaning of the grills takes place in 2 ways, where the first way is the control through the minimum
and maximum level of water that starts the cleaning cycle of the grills; while the second mode is the automatic
mode where time control is a priority since the cleaning cycle starts automatically. Aeration of the treatment tanks,
the Operator will have the possibility to choose a pre-set aeration program for different cases of the current load
of dirty water (50%, 75% and 100%) by means of the SCADA system [24-26].

Figure 5. Position of instruments for control and
monitoring

Figure 6. Computer network of SCADA - s

Conclusion

SCADA is a computer-based system for industrial process control, which collects real-time data from remote
locations. Connecting SCADA equipment to the Internet presents security vulnerabilities where various cyber
attacks target the system's network. This research proposed a study and an analysis of vulnerabilities and cyber
attacks affecting the security of SCADA systems, moving the traditional system to the cloud environment, because
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SCADA systems depend on real-time industrial operations. Organizations can use honeypots, which are decoy
systems designed to lure attackers away from real assets, to gather information about the types of attacks being
launched against their systems.
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