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Artificial intelligence Nowadays, the Internet has become widespread in every field. With the spread of the Internet,
Cybercrime cybersecurity has emerged as an issue per se. Artificial intelligence is used quite often today.
Nano technology The field of use of artificial intelligence is proportional to technology. Cybercrime is all criminal
Mechanic activity that targets or uses a device connected to a computer. Most cybercrime is carried out

by cybercriminals or hackers who want to make money. The word cyber is used to describe
concepts involving computer networks. Recently, the concept of cybersecurity has entered the
literature due to the innovations brought by technology. With this study, a literature review of
the use of artificial intelligence in the fight against cybercrime was conducted. The results
obtained were compared with each other in this study.

Introduction

Cyber security; protecting data, networks, programs and other information from unauthorized access. Today,
security should be considered on its own. Different software can be developed for data protection. Countries create
their own projects in catching national security and world technology in information systems [1]. Nowadays,
internet access is available everywhere and social media can be used at any time thanks to mobile phones. In this
context, artificial intelligence plays an important role. Cybercrime can be carried out by individuals or groups.
Artificial intelligence is the use of the human brain as a computer, Cyberspace; It is a global networked, computer-
managed multidimensional artificial or virtual reality [2]. cyber environment; It consists of software, hardware
and communication infrastructure. To give an example of equipment; servers, processors, laptops, satellite
systems [3]. Technological developments and the widespread use of the Internet have begun to change people's
social behavior. Along with cyber developments, the concept of crime has also been transformed. It has found itself
right in human life [4].

Material and Method

Although artificial intelligence usually refers to the intelligence displayed by machines, it has become an
innovative technology that takes place in many aspects of our lives, from semi-autonomous cars on the road to
robotic vacuum cleaners in our homes [5].

Artificial intelligence with a different definition; is to ensure that machine equipment has the intelligence and
ability of humans through artificial methods. There is no precise definition of artificial intelligence in the scientific
community, as scientists continue to have doubts about intelligence [6]. Artificial Intelligence and its subsets are
given in Figure 1.

Machine learning, defined as algorithms that parse datasets and then learn to apply what is learned to make
informed decisions, is a subcomponent of artificial intelligence. Machine Learning is a branch of artificial
intelligence that uses computer science. Machine learning is all algorithms that mimic human intelligence. In the
machine learning model, learning takes the form of teaching-teaching (training) and testing (testing). In the
learning phase, a learning model is created by learning algorithms and features into the system using the examples
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in the data set. In the experiment phase, predictions are made for the trial data with the learning model application
Engine [8-9-10]. The machine learning model is given in Figure 2.
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Figure 1. Artificial Intelligence and its subsets [7]
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Figure 2. Machine Learning Model [11]

Artificial intelligence and cyber security are closely related. Literature studies of the studies in this field are
shared in order. With the use of artificial intelligence, financial services can occur in everyday scenarios such as
fraud detection, retail purchase forecasting and online customer support interactions. Fraud detection can be
made through artificial intelligence. Initial scoring of loan applications in the financial services industry uses
artificial intelligence to understand creditworthiness. More advanced artificial intelligence extensions are used to
monitor and detect fraudulent payment card transactions in real time. Also, Virtual customer support (VCA). Call
centers use VCA to anticipate and respond to customer inquiries other than human interaction. Voice recognition
combined with simulated human dialog is the first point of interaction in a customer service inquiry. High-level
questions are directed to a person. Banks can be contacted via the chat robot on the web page. Advances in artificial
intelligence for applications such as natural language processing (NLP) and computer vision (CV) help industries
such as financial services, healthcare and automotive to accelerate innovation, improve customer experience and
reduce costs [12]. The changing understanding of security in international relations and Turkey's cyber security
strategies have been researched. In another study; The effect of cyber security training on the awareness,
knowledge and behavior levels of pre-service teachers was investigated. At the end of the study; As a matter of
fact, qualitative findings also support quantitative results. According to the qualitative findings, the students in
both the experimental and control groups revealed that they were informed about the cyber security issue, gained
awareness and acted towards providing cyber security in daily life thanks to the education. Study of the cyber
security measures: Comparative work of the United States and Turkey [13-14]. For example, in a study; It is
possible to come across studies on usage in different fields of artificial intelligence in the literature. In general, in
different studies; The applicability of artificial intelligence in the field of food has been investigated [15]. In order
in different studies; A literature search on the applicability of machine learning, which is a sub-branch of artificial
intelligence, in the field of mechanical engineering was conducted. By creating mathematical programming, the
stresses occurring in rotating cylinders and thermoplastic discs, discs with B4C (Boron carbide) material, Sic/6061
Al Alloy Composite discs and discs with different materials were investigated. A literature search on the
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applicability of artificial intelligence in mechanical engineering was conducted. In a different study; Development
of individualized education system with artificial intelligence fuzzy logic method has been investigated. In another
study, the legal dimension of artificial intelligence was investigated by literature review [16-26].

Fundamental principles of cyber security: The concepts of confidentiality, accessibility and integrity can be
called the "CIA triad" [27].

Confidentiality

Availability

Figure 3. CIA Trio

Results

In this study, literature studies on the applicability of Artificial Intelligence in the field of cyber security were
investigated. Cyber attackers can use a lot of software and code in cyberspace to commit cybercrime. It is thought
that sub-branches of artificial intelligence can be used to analyze this software and codes. In the study, the
definition of artificial intelligence was made and the applicability of academic studies in the field of cyber security
was investigated. In the results of working; It is thought that cyber threats can be combated with programming
created using artificial intelligence.
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