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Keywords Abstract
Simulation Nowadays, the development of information technology, robotics and artificial
Platforms intelligence, has brought radical changes in every aspect of people's lives and this has
Cyber security information made our lives have a lot of access to contemporary information and technology. These
Cyber attacks technological developments in many areas of business and telecommunications, in
addition to their benefits, have also increased the risks. Users should be very careful
Research Article when using social networks, various applications and navigating the Internet world
Received: 24.08.2023 because the risk of cyber-attacks by irresponsible persons with malicious intentions is
Revised: 04.01.2024 very frequent. So, web applications make it possible for website visitors to record data
Accepted: 10.02.2024 or access data through the browser, where all this data is stored in the website's
Published: 16.02.2024 database, which is often the target of cyber-attacks where the attacker has read access,
attempts to modify and delete data from the database. This paper aims to provide the
@ check for necessary information about attacks and cyber hygiene, where we will recommend the
updates review and analysis of these attacks using tools from the MetaSploit library which is a

framework that makes hacking easier and is also a tool essential for many attackers and
defenders. So MetaSploit helps developers and web administrators from this library to
keep up with the times and take preventive measures against the tricks of irresponsible
people.

1. Introduction

In the early days of the Internet, most web pages contained various and important definitions, documents, files,
references or studies. And since that time there are cyber attackers with the motto " Hit and Go ". In most cases,
these attacks are aimed at modifying documents and most of these attacks were carried out for fame and
reputation, where at that time most organizations only had a firewall between the organization's network and the
Internet [1-3]. Today in trend are institutional platforms taking on the proportions of a cyber war, social networks
that are increasing every day, and with this development the insecurity of the users of these platforms and
networks is also increasing, where personal data and national security [4-7].

In September 2018, a cyber-attack was reported on Facebook accounts, which admitted that an unknown
hacker or group of hackers exploited a vulnerability in its social media platform that allowed them to steal more
than 50 million accounts. which were used for double authentication to access Facebook. In the month of July,
September of 2022, the Albanian national platform e-albania was "severely” attacked by Iranian hackers,
temporarily interrupting services to citizens and violating elements of national security [8-9].

Today, cyber-attacks are modified and well organized which are analyzed and prepared in a special way for the
organization they are targeting, modern attacks are undertaken from which hackers aim to benefit material or
financial goods. So, the best protection against Internet attacks is achieved when we understand how these cyber-
attacks actually work, where below we will tell about the types of computer attacks and what we currently have
available for their protection and avoidance. While cyber security is the objective measurement of behaviors taken
to maintain security and strengthen defenses against cyber-attacks, cyber hygiene relates to internet security
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knowledge and practices related to further enhancing security. In conclusion, to improve cyber security, we need
to improve cyber education and training [10-12].

2. Material and Method

In carrying out the study, we used data collected from global, regional and national (Albanian) infrastructures
for vital assets, IT systems, physical or virtual networks that must be highly protected.

2.1. Statistics about cyber attacks

In Google search engines, one in ten web pages contain different codes or scripts with profit purposes, where
70% of web pages are exposed to attacks and that approximately every 40 seconds, a cyber-attack by hackers
occurs in the world, while only 38% of the world's organizations are prepared against a modern cyber-attack [13-
15]. From the annual report of the year 2022, of the Albanian National Authority for electronic certification and
cyber security, the sectors and infrastructures that are continuously monitored have been identified and classified,
of which we can mention: - First, the Energy sector with 14 critical information infrastructures and 13 important
information infrastructure. - The second Transport sector with 31 critical information infrastructures and 6
important information infrastructures. -The third banking sector and the Insurance Market with 20 critical
information infrastructures and 52 important information infrastructures. - The fourth Health sector with 17
critical information infrastructures and 8 important information infrastructures. -The fifth Water Supply sector
with 6 critical information infrastructures and 44 important information infrastructures. - The sixth Digital
infrastructure with 54 critical information infrastructures and 25 important information infrastructures [16-18].

Globally, the three most attacked sectors in 2022 were education/research, public administration and health.
The global volume of cyber-attacks reached a historical record in the fourth quarter, with an average of 1,168
weekly attacks per organization. Cyberattacks are on the rise worldwide, with an average weekly increase in
corporate networks of 38% in 2022 compared to 2021. Academic institutions have become popular ground for
cybercriminals, especially after the rapid digitization that they undertook in response to the COVID-19 pandemic.
In fact, the education/research sector is the first most attacked sector globally, with a 43% increase in 2022
compared to 2021, where an average of 2,314 weekly attacks per organization were observed. Schools and
universities also face the unique challenge of having to deal with children or young people, many of whom use
their own devices, work in shared locations and often connect to public WiFi, not thinking about security
complications [19 -21].

2.2. Types of cyber attacks

The main goal of a cyber-attack in most cases is to steal and expose sensitive data, whether it is customer credit
card data or other personal data, which is used to manipulate people's personal identity online.

DDoS is an abbreviation for Distributed Denial of Service attacks. DoS attacks are among the simplest attacks
today which do not aim to steal, modify or destroy information, but aim to prevent a user from using a job. A DoS
attack comes in many forms, from as simple as severing a system's power, or flooding a system until it is
intercepted in network traffic. The public nature of the Internet makes it particularly vulnerable to DoS attacks
that go so far as to question the validity of a server [22]. Some of the types of attacks (DOS) are: TCP SYN Flood
Attack; UDP; Ping of Death Attacks; ICMP

The simplest ICMP message types are:

Echo Reply; Destination Unreachable; Source Quench; Redirect; Alternate Host Address; Echo; Router
Advertisement; Router Request; Time Exceeded; Problem Parameter; timestamp; Timestamp Reply; Information
Request; Information Reply; Address Mask Request; Address Mask Reply; Traceroute; TTL Expiration; Smurf
Attacks; Teardrop Attacks; Bonk Attacks; Land Attacks; Malware.

A virus is a piece of computer code, which is attached to an application program or a file. Some viruses can
cause damage, such as damaging programs, deleting programs, deleting files and even the entire contents of the
data storage disk (hard drive). Some viruses that are used more often today are: Trojan; Horse; Spyware; Rootkits;
Password Attacks (Brute Force).

Brute-force attack, which involves trying different passwords until the correct password is found. A dictionary
attack uses a program that tries different combinations of words in a dictionary, while a keylog attack tracks a
user's keystrokes, including their ID and password.

Phishing, with some of its types:

Spear phishing - Phishing attempts directed at specific individuals or specific companies are called spear
phishing. Attackers can collect personal information about their target thus increasing the chance of success. This
technique is known to be the most successful on the Internet, accounting for 91% of all phishing attacks.

Clone phishing - A type of phishing where a legitimate email previously sent with the content of a link or tab
has hijacked the recipient's content and address to create an almost identical cloned email. The tab or link in the
email is replaced with a fake version and sent to the recipient appearing as legitimate and original.
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Whaling - Various phishing attacks directed at senior executives and other high-profile targets in the business
world have received the term whaling. In this type of attack, the fraudulent website or email takes a more serious
form at the executive level. The content will be designed to target a senior manager and the person's role in the
company.

Rogue Wifi - Attackers set up free Wifi access points and configure them to play the role of Man in the middle,
often with tools like SSLStrip.

Phone Phishing - Not all phishing attacks necessarily require a fake website. Messages that appear to be from
a bank telling users to contact a phone number about problems with their bank account. Once the phone number
(owned by the attacker and with VOIP service) is contacted, the user is told to give the account number and pin.

Vishing (Voice phishing) - sometimes use fake caller ID to make it look like the call is coming from a trusted
organization.

Link manipulation - Most phishing methods use some form of technical deception designed to make a link in
an email appear to belong to the organization. Modified URLs or the use of subpages are common tricks used by
scammers.

Ransomware is a type of malware that infects a computer, where, as the name implies, it demands a ransom.
Usually, the use of ransomware either removes access to your computer and demands money in return for access,
or threatens to publish your personal information unless you pay a certain amount of money. Recently,
Ransomware is one of the fastest growing cyber-attacks.

One of the Ransomware viruses is the WannaCry virus, which encrypts your data on the personal computer
and then asks for an amount of money (Bitcoins) to decrypt your data by sending you a Key. This virus began its
operation on May 12, 2017, where within 48 hours it reached about 230,000 victims from 150 different countries
of the world. WannaCry infiltrated systems through a bug in Microsoft Windows more precisely (SMB) through
which it spread the virus to all the other computers that were connected to that network, so the easy way to
penetrate other computers made from this virus suffer many victims. With WannaCry, all those users who use the
Microsoft Windows operating system can be infected or be targeted. Most victims of WannaCry were infected by
clicking on various links that the hackers distributed in emails.

Zero-Day attacks are the type of attacks that are known to be the greatest anxiety of developers. These are
software or system flaws that a hacker discovers before developers or security staff are aware of them. What gives
this attack its advantage is that these flaws can remain undetected for months, even years until they are discovered
and avoided.

These were some of the most frequently used cyber-attacks that we examined from the very long list that also
includes other attacks, where it seems that this list will be added even more in the future as long as there are new
discoveries and developments technological [23-24].

2.3 Creation of a Metasploit project on methods for studying attacks

Metasploit is basically a versatile testing and penetration framework, it can perform literally all the tasks
involved in a testing lifecycle. Also, since it is a complete Framework and not just an application, it can be
configured (customized) and extended according to our requirements [25]. MetaSploit is used to test and analyze
the vulnerabilities of computer systems for access to system control and is among the main tools of Ethical Hackers
or White Hat's or groups responsible for cyber security, not only for identifying any errors or defects. Its specialty
is that it allows you to be a step or two ahead of ordinary attackers.

Gather information - Use tools such as Discovery Scan, Nexpose scan, or import tools to supply Metasploit Pro
with a list of targets and services of open ports associated with those targets.

Exploit- Use smart exploit or manual exploit to launch attacks against targeted machines. Additionally, you can
perform bruteforce attacks to escalate account privileges and gain access to exploited machines.

Perform post-exploitation - Use post-exploitation modules or interactive sessions to further interact with
information from compromised targets. Metasploit Pro provides you with several tools that you can use to interact
with open sessions on an exploited machine. For example, you can view shared file systems on the compromised
target to identify information about internal applications [26].

Clean up open sessions - Use the Clean Up option to close any open sessions on an exploited target and remove
all evidence of any data used during the penetration test. This step restores the original settings on the target
system.

Generate Reports - Use the reporting engine to generate a report detailing penetration test findings. Metasploit
Pro provides several types that allow you to define the type of information that the report includes.

From the monitoring of some state institutions and Internet Service Providers (ISPs) operating in Albania for
the year 2021, (Table 1) which generated malware with a source in Albania and destination in different countries,
the following extracted data were identified from this monitoring. Below are tables with relevant data for two
institutions and for four ISPs, identifying them with institution 1 and institution 2, as well as ISPs, with ISP-1 to
ISP-4.
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Table 1. The number of malware generated in the months of May-June 2021.

The year 2021 Number of Malware Number of Malware
Months Institution-1 Institution-2 ISP-1 ISP-2 ISP-3 ISP-4
May 882 1286 17109 85759 15494 73210
June 1155 1078 21256 89745 15135 1792
July 334 1771 19358 87572 7171 114
August 109 115 11200 50322 3785 326
September 135 261 11154 38159 416 410
October 178 193 16516 54494 60 796
November 100 250 15431 47861 51 912
December 148 267 15360 38613 52 892

2.4 Metasploit vulnerable services emulator

Many IT professionals and engineers want to learn and train in security as it is a current area of concern. There
are many tools, one of the most famous is Metasploit. A common route for someone to teach themselves security
is to download Metasploit and play around with it. However, without tangible services to test, it is difficult to play
with Metasploit. This tool can be run on Linux (Ubuntu) and Windows platforms. It is designed to reproduce or
emulate tangible servers in order to test Metasploit modules, help with Metasploit training. To make adding a
replicated service as easy as possible, we design it to be language independent. The service playback is in [SON
format, one can add/remove/modify the JSON very quickly. A small but interesting feature is that we make it easy
to create SSL Sockets, all TCP Sockets can be automatically promoted to SSL [27].

2.5 Hacking Hackazon

It is a free and tangible trial site, which is an online store built with the same technologies used by the most
affluent customers and mobile applications. Hackazon has an AJAX interface, strict workflow and RESTFUL API'S
used by a partner application providing training with unique effects and basic training for IT professionals, and is
packed with your favorite vulnerabilities like SQL Injection, Cross -Site Scripting and others. Today's web sites and
applications, as well as site services host new technologies that are not regularly tested for vulnerabilities, it is
critical for security IT professionals to have a tangible page that they can use to test the effectiveness of their tools
and advance their skills. Hackazon allows users to configure application firewalls to change the appearance of
vulnerabilities to prevent "known vulnerability testing" or other types of "cheats". Since the application includes
RESTful interfaces that enable AJAX functionality and mobile clients (JSON, XML, GwT, AMF), users will need the
latest testing tools for application security, and techniques to detect all vulnerabilities (vulnerabilities). Hackazon
also needs detailed testing of strict functionality, such as shopping carts that are often used in applications [28-
30].

2.6 VM-automation

The virtual machine automation (vm-automation) repository was created to simplify interaction with virtual
machines (vm). Specifically, it was built to support automated testing by simplifying interaction with VMs (virtual
machines). Currently, it supports VMWare Workstation through vmrun.exe and ESXi.

2.7 InsightVM

By analyzing the vulnerabilities detected in the scans, an essential step can be taken in improving your security
posture. This is a phenomenon that InsightVM tries to address, by examining the frequency, affected assets, level
of risk, exploitability and other characteristics, you can then prioritize fixes and improvements and manage your
security resources effectively (Figure 1).

Every vulnerability discovered in the scanning process is added to the vulnerability database. This extensive
and highly searchable full-text database also stores information on downloaded fixes, reference content, and
security vulnerabilities. The application keeps the database current through a subscription service that maintains
and updates the definition of vulnerabilities. This application contacts this service for new information every six
hours (Figure 2).

The database is certified to be compliant with MITER Corporation's Common Index of Vulnerabilities and
Exposures (CVE), which standardizes vulnerability names across products. The index evaluates its vulnerability
according to MITRE's Common Vulnerabilities Scoring System (CVSS) version 2 and version 3, if available.

Viewing vulnerabilities and their risk scores helps you prioritize remediation projects. You can also find out
which vulnerabilities have been exploited, enabling you to verify those vulnerabilities.
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Figure 2. InsightVM runtime.

2.8 InsightIDR

InsightIDR is your security hub for incident detection and response. The InsightIDR app identifies unauthorized
access from external and internal threats and highlights suspicious activity, so you don't need to sift through
thousands of data streams. This application is a Software as a Service (SaaS) tool, which collects data from your
existing network security tools [31-32].

InsightIDR then aggregates the data into an on-premises aggregator or dedicated host that centralizes your
data (Figure 3).

SOLUTION ARCHITECTURE

insightIDR

o000

| Arses

Figure 3. Overview of InsightIDR.
When you connect all the different data streams in InsightIDR, you can benefit from all the following features [33]:

e Unify your data into a single security view.
e Analyze raw logs, endpoint data, and network traffic.
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e Receive alerts for suspicious activity.
e Prioritize events.
e Investigate the events.

3. Results
3.1 Protection from cyber attacks

The way of life that is developing today has made people and many businesses exposed to attacks by many
hackers, this has been made possible by the increase in the number of smartphones, various technological devices
that have increased the potential for these to happen attacks. Another phenomenon that is considered a weakness
by cyber attackers, but for many businesses it increases the company's profitability, is also Internet banking and
mobile banking, through which hackers steal information in order to assume your personal identity and then use
it for something other, such as transferring money, obtaining a loan, etc.

Today's market includes several basic types of software used for protection against cyber-attacks, which
simultaneously provide different levels of protection for individuals and organizations [34-35].

Antiviruses are the most common software that will protect you from most types of malwares. Various
companies build antivirus software that is based on several essential functions:

Allows you to schedule scans to automatically work for you.

It allows you to start a scan of a specific file or your entire computer, or even a CD or flash drive at any time.

Removes any detected malicious code. They tell you about the "health" of your computer.

Firewalls can be implemented as hardware or software, which provide an additional protection mechanism
preventing a user from accessing a computer or network in an unauthorized manner. Most modern operating
systems, such as Windows 10, have incorporated a firewall program [36-38].

Keep your software up-to-date, as a computer that doesn't get its system updates is more exposed to crashes,
security vulnerabilities, and cyber-attacks than a computer that gets updates regularly. The job of hackers is to
constantly scan for security weaknesses in systems and networks, and if you keep those weaknesses for a long
time without fixing them, then you increase the likelihood of falling victim to a cyber-attack [39].

Employee cyber hygiene education ensures your company's employees are aware of the ways cybercriminals
can infiltrate your system, educate employees to recognize the signs of a security breach, and train them on how
to maintain security while using your company's network, especially when working remotely (home) [40].

Applying formal security policies is essential to sealing your system against attacks. Securing the network
should be everyone's concern, as everyone who uses it presents a point of weakness that a hacker can exploit.
Organize regular meetings and seminars on Internet security best practices, such as using strong passwords,
identifying and reporting suspicious e-mails, clicking on links or downloading e-mail attachments, etc. [41].

You should keep in mind that there is no one-size-fits-all security solution, so you should first carry out a risk
assessment preferably by a specialist external firm, and after a thorough analysis of the risk and ways of its solution
to decide on the best possible alternative [42].

If you want to protect your small or medium business and its data, you can consider some of the practical tips
listed in order of importance:

The first is the data storage solution (Backup), so that data that may be compromised or lost during a security
breach can be returned from an alternative location.

The second is to use encryption software to protect sensitive data, such as employee data, financial data, and
customer data.

The third is to use two-factor authentication or some password security software for internal company
programs to reduce the possibility of password cracking.

3.2 Simulation project with DoS attacks

A DoS cyberattack is an attack in which the attacker seeks to make a machine or network resource unavailable
to its user, temporarily or indefinitely disrupting the services of a host connected to the Internet. Denial of service
is typically accomplished by flooding the target machine or resource with excessive requests in an attempt to
overload systems and prevent some or all legitimate requests from being met (Figure 4).

The DoS (Denial of service attack) simulation begins when the client tries to connect to the system using the
TCP protocol (HTTP or HTTPS), where it first requires handshakes to be performed before exchanging data
between them.

In SYN flood, the attacker sends large content in packets towards the system where he forces the system to
return a response and leaves the port half-open, where he expects a response from the client which does not exist.
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Attacker WebServer

? Firewall.cX

Figure 4. DoS attack presentation.

So before we start the simulation, we identify the attacker and the victim where both use Windows operating
systems. The steps we must follow to simulate the attack are the commands after opening the MetaSploit
Framework. Now we will illustrate the simulation steps through pictures (Figure 5-11) step by step: Msfconsole is
the command that activates the Metasploit Framework [43-47].

Figure 5. Msfconsole command view.

In the second image Metasploit is activated with 1926 exploits- 1075 auxiliary- 330 post, 556 payloads -45
encoders- 10 nops, 7 evasion.

f HeRH A

Figure 6. Metasploit view.

-We use the command "use auxilitary/dos/tcp/synflood" to demonstrate the DoS attack
-“set RPORT 80” sets port 80 for synflood in Metasploit.

51



Engineering Applications, 2024, 3(1), 45-58

Figure 7. The view of Metasploit after using the "auxiliary” command.

-“set RHOST 192.168.0.29” cakton IP si destinacion per ekzekutimin e DoS attack.
-"set RHOST 192.168.0.29" sets the IP as the destination for executing the DoS attack.

Figure 8. Results of the "auxiliary" command.

-“exploit” ekzekuton sulmin DoS né IP, portin e caktuar me exploit-in gé ofron Metasploit.
-"exploit" executes the DoS attack on the IP, port specified with the exploit provided by Metasploit.

Figure 9. Execution of the "exploit".

In this part it is seen how the execution of the Auxiliary module of SYNflooding is completed for the IP and port
specified above.
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IO
uxiliary(
Y » 192.168.0.29
b muxiliary(

unnaing module agasinst 192

192.168 . 0.29
Hule execution completed

Figure 10. Execution of the "Auxiliary" module of "SYNflooding".

"exit" command closes the processes of Metasploit Framework and with this ends the simulation of DoS
SYNflood cyber-attack according to Metasploit.

et RPORTYT
20t RHOSTY

auxiliary(

unning module against 192,

SYN flooding 192.168.9,29:8

il i.ll‘i, module execution «

» auxiliary(

Figure 11. Execution of the "exit" command.

4. Discussion

After the DoS SYNflood cyberattack on Metasploit towards the Windows operating system with IP Address
192.168.0.29 and port 80, to analyze the effects of the simulation on the above-mentioned host we used WireShark
software and taskmanager to see the effects caused by the simulation of demonstrated above with Metasploit. So,
the administrator is able to identify the attack based on TCP Traffic which has been overloaded.

To filter packets without approval from the system, we use the command: " tcp.flags.syn == 1 and tcp.flags.ack
==("

In this case, the Figure 12, which presents packets with very large contents in a very short time, where each
packet comes from the attacker's address with destination port 80.

To see how many packets converge with the system, use the command: "tcp.flags.syn == 1 and tcp.flags.ack ==
1"

Where we notice that the number of packets (Figure 13). that converge is very small, from the ratio 259298:261
that made us understand that we were dealing with a DoS attack [48-54].

The Figure 14 shows the normal state of the CPU and RAM before the DoS TCP Syn Flood attack.
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54



Engineering Applications, 2024, 3(1), 45-58

Task Manager - O X
File Options View
Processes Performance App history Startup Users Detads  Services

A~

. | cPU
Maryh i 2 223 6o CPU Intel(R) Core(TM) i7-4510U CPU @ 2.00GHz

Memory
10.0/15.9 GB (63%)

Disk 0 (C:D: 1)
100%
tlizat pee 260 GH
‘ _Wi;“ 27% 283 GHz !
“3:‘ "0- 0Xbps roce Thres i L ¢ ors; 4
177 1794 64374 Vewsica Ensbied
| GPUO L1 cache 128K8
inted(R) HD Graphi... p time L2 cache 512K8
PR v 0:22:05:47 L3 cache 40M8 v
Fewerdetaids (M) Open Resource Monntor

Figure 14. State of CPU and RAM before the attack.

Also, how does the DoS attack affect the System resources in the CPU and RAM (Figure 15).
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Figure 15. State of CPU and RAM after the attack.

5. Conclusion

Cyber-attacks include a field for which we must work and study a lot, in order to fundamentally understand the
problems that this phenomenon can cause. The consequences that can come from this phenomenon can be from
embarrassing posts on the Internet, to the theft of money from the bank account and interference in institutional
platforms. People who may be victims of these attacks must be informed about cyber hygiene, accurately and be
prepared with regard to any security offered on the market for this phenomenon, so that they can overcome the
consequences caused by the attacks.

Despite the advantages and rapid development that technology brings, it has shown that it also has dark sides.
Users of web applications are often not aware of their actions, and through social engineering, the attacker tricks
the user into indirectly handing over all personal data to the attacker. Therefore, it is not possible to completely
stop attacks, but we must try to minimize them as much as possible.

Since with the expansion of technology and the opportunities it offers us, the use of the Internet also increases,
the likelihood of cyber-attacks increases, so we must fight this by training IT staff and informing them of new
developments in the field, as well as we train user personnel with cyber hygiene [55-61].
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